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Abstract: 
The increasing reliance on digital reviews in e-commerce has 
turned consumer reviews into one of the primary sources of 
information for purchasing decisions. Digital reviews are 
expected to reduce information asymmetry by providing 
consumers with knowledge regarding product quality and 
seller credibility. However, the rise of review manipulation 
practices, including fictitious transactions, paid reviews, and 
automated accounts, has shifted the function of reviews from 
reducing information asymmetry to reproducing and 
expanding it. Such practices create distorted information 
environments in which consumers encounter not only limited 
information but also misleading information generated 
through manipulated digital reputation systems This study 
aims to analyze information asymmetry arising from digital 
review manipulation, evaluate Indonesia's consumer 
protection legal framework based on Lawrence M. Friedman's 
legal system theory, and formulate a preventive legal 
reconstruction based on the principle of sadd al-dharā’i. This 
study employs normative juridical methods using statutory, 
conceptual, and comparative approaches. The findings reveal 
that review manipulation generates three forms of 
information distortion, namely hidden information, 
misleading information, and algorithmic amplification, which 
collectively affect consumer rationality in making transaction 
decisions. Furthermore, Indonesia's positive legal framework 
remains ineffective due to weaknesses in legal substance, legal 
structure, and legal culture in addressing digital review 
manipulation. Based on the principle of sadd al-dharā'i, this 
study proposes legal reconstruction through mandatory 
review verification (verified purchase), transparency of 
recommendation systems, periodic algorithmic audits, explicit 
prohibition of digital review manipulation, and strengthening 
of institutional supervision. These measures are intended to 
protect consumers' rational decision-making (ḥifẓ al-'aql) and 
economic interests (ḥifẓ al-māl) while preventing the 
reproduction of information asymmetry in digital commerce. 
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Introduction 
Digital commerce has become increasingly important to Indonesia’s economy, 

supported by expanding internet access and the growing use of online platforms. Bank 
Indonesia projected that the value of e-commerce transactions would increase from 
IDR 454 trillion in 2023 to IDR 487 trillion in 2024, while the Indonesian Internet Service 
Providers Association (APJII) estimated that internet penetration reached 79.5% in 
2024 (Bank Indonesia, 2023; APJII, 2024). In digital commerce, e-commerce platforms 
use algorithmic recommendation systems to help consumers find products among the 
various options available. These systems also play a role in determining which 
products are displayed to consumers and their visibility on the platform. Yi et al. found 
that recommendation systems broadened the range of products consumers considered 
but reduced the diversity of products ultimately selected (Sangyoon Yi et al., 2022). 
Similarly, Chen and Tsai (2024) found that products sold directly by Amazon received 
more “Frequently Bought Together” recommendations than products sold by third-
party sellers, indicating that a platform’s commercial incentives can influence product 
visibility through recommendation systems (Nan Chen & Hsin-Tien Tsai, 2024). 
Together, these findings indicate that recommendation systems can shape both the 
range of products consumers consider and the visibility of products presented to them, 
potentially influencing their final purchasing choices in digital commerce. 

This issue becomes increasingly significant when sellers manipulate reviews that 
are subsequently processed by recommendation systems to determine which products 
are displayed to consumers. In this context, fake reviews can affect product visibility 
and shape consumer perceptions in ways that do not reflect the actual quality of the 
products. He et al. found that the purchase of fake reviews on Amazon was associated 
with short-term increases in product ratings and review volumes. Their analysis also 
indicated that rating manipulation could affect sales (Sherry He et al., 2022). 
Adamopoulos further found that the effects of fake reviews on recommendation 
systems could persist even after the reviews had been detected and removed 
(Panagiotis (Panos) Adamopoulos, 2024). In addition to affecting product visibility 
and consumer perceptions, review manipulation can also exacerbate information 
asymmetry between business actors and consumers. Business actors possess 
information about the actual quality of their products, whereas consumers cannot 
easily verify that information. As a result, consumers risk making purchasing 
decisions based on information that does not reflect the actual quality of the products 
(Besong et al., 2022; Frida Nurrahma Masturi et al., 2023). Thus, review manipulation 
is not merely an individual act of deception but also has the potential to create broader 
information distortion in e-commerce. 
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Normatively, Indonesian law has established a legal basis for consumer 
protection through Law Number 8 of 1999 concerning Consumer Protection, Law 
Number 1 of 2024 concerning the Second Amendment to Law Number 11 of 2008 
concerning Electronic Information and Transactions, and Minister of Trade Regulation 
Number 31 of 2023 concerning Business Licensing, Advertising, Guidance, and 
Supervision of Business Actors in Electronic Commerce. However, the adequacy of 
these provisions in addressing the specific mechanisms of digital review manipulation 
requires further examination. In particular, it is necessary to examine the extent to 
which existing regulations establish clear obligations regarding review authenticity 
verification, recommendation system transparency, and algorithmic oversight. 
Therefore, this study examines consumer protection not only in terms of prohibitions 
against misleading conduct but also in terms of preventive mechanisms to limit the 
potential for information distortion before it causes harm to consumers. 

From the perspective of Islamic economic law, digital review manipulation 
resembles the practices of tadlīs, which involves deception in transactions, and najsh, 
which involves artificially shaping perceptions of demand or a product’s value. 
However, this study does not focus on analyzing these two concepts. Instead, it uses 
the principle of sadd al-dharā’i and the perspective of maqāṣid al-sharī‘ah as 
normative foundations for examining preventive measures against digital review 
manipulation. The perspective of maqāṣid al-sharī‘ah, particularly the protection of 
reason (ḥifẓ al-‘aql) and property (ḥifẓ al-māl), is relevant to explaining the importance 
of preserving consumers’ ability to evaluate information accurately and protecting 
them from potential financial losses resulting from misleading information. 
Meanwhile, the principle of sadd al-dharā’i is used to examine measures to restrict 
means that may lead to harm, including mechanisms through which review 
manipulation can distort information and influence consumers’ purchasing decisions. 

Previous Indonesian studies have examined consumer information rights and 
the implementation of consumer protection law in digital transactions. Anggraini and 
Hartantien (2024) identified shortcomings in the provision of accurate, clear, and 
honest information by business actors (Rizkita Dinar Anggraini, 2024). Similarly, 
Muntazhira et al. (2025) highlighted weaknesses in law enforcement and consumer 
awareness despite the existence of relevant legal regulations (Radifa Nazhma 
Muntazhira, Shopia Al-Khairina Fitri, 2024). Although these studies demonstrate 
continuing challenges in digital consumer protection, they do not specifically examine 
how manipulated reviews exploit algorithmic ranking and recommendation 
mechanisms to intensify information asymmetry or how preventive legal 
reconstruction could address this problem through sadd al-dharā’i. 
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International research has approached fake online reviews from technological, 
platform governance, and legal perspectives. Liu et al. examined factors associated 
with multimodal fake review generation on e-commerce platforms, while Salminen et 
al. investigated linguistic characteristics and machine learning approaches for 
detecting deceptive reviews (Liu et al., 2024; Salminen et al., 2025). Wang et al. 
examined platform governance using data on manipulated Amazon reviews and 
found that measures addressing manipulation intensity and duration could reduce the 
likelihood of subsequent manipulation (Wang et al., 2024). From a legal perspective, 
Martínez Otero compared the regulation of fake reviews in the United States, the 
United Kingdom, and the European Union, including their enforcement mechanisms 
and consumer protection approaches (Otero, 2021). Nevertheless, these studies do not 
fully integrate the mechanisms of algorithmic review manipulation, information 
asymmetry, and the adequacy of Indonesia’s consumer protection framework within 
a preventive Islamic legal approach. This study addresses that gap by combining 
doctrinal legal analysis, comparative regulatory perspectives, and maqāṣid al-sharī‘ah 
to develop a preventive framework for digital consumer protection. 

Based on this research gap, the study aims to: 
1. Analyze the forms of information asymmetry arising from review manipulation 

practices in e-commerce. 
2. Evaluate the adequacy of existing Indonesian legal instruments in addressing 

digital review manipulation. 
3. Formulate a preventive reconstruction of consumer protection law based on 

maqāṣid al-sharī‘ah and the principle of sadd al-dharā’i. 
This study contributes theoretically to Islamic economic law and digital 

consumer protection scholarship by integrating sadd al-dharā’i with the analysis of 
information asymmetry arising from algorithmic review manipulation. Rather than 
focusing exclusively on the prohibition and detection of fraudulent reviews, it 
emphasizes preventive legal measures addressing the mechanisms through which 
manipulated reviews distort product visibility and consumer decision-making. 
Practically, the findings may inform the Ministry of Trade, the Ministry of 
Communication and Digital Affairs (Komdigi), and e-commerce platform providers in 
developing consumer protection measures concerning review authenticity 
verification, recommendation-system transparency, and preventive oversight. These 
measures are intended to support the protection of consumers’ reason (ḥifẓ al-‘aql) and 
property (ḥifẓ al-māl) while strengthening fairness and trust in digital commerce. 

 
Methodology 
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This study employs doctrinal legal research using statutory, conceptual, and 
comparative approaches. The statutory approach examines Indonesian legal 
instruments relevant to consumer protection and electronic commerce, including Law 
Number 8 of 1999 concerning Consumer Protection, Law Number 1 of 2024 concerning 
Electronic Information and Transactions, and Minister of Trade Regulation Number 
31 of 2023 concerning Trade Through Electronic Systems. The conceptual approach 
applies information asymmetry theory, Lawrence M. Friedman’s legal system theory, 
maqāṣid al-sharī‘ah, and sadd al-dharā’i. The comparative approach examines relevant 
United States Federal Trade Commission (FTC) regulations and European Union 
directives, focusing on prohibitions against fake reviews, review verification, platform 
responsibilities, and enforcement mechanisms. 

Primary legal materials consist of relevant legislation and official regulatory 
instruments selected according to their legal authority and relevance to digital 
consumer protection and review manipulation. Secondary materials include books, 
peer-reviewed journal articles, academic publications, and regulatory reports 
addressing information asymmetry, review manipulation, consumer protection, and 
Islamic legal principles. Materials are collected through library research and screened 
for relevance, source authority, and verifiable publication information. Legal 
provisions are checked against official sources, while secondary publications and 
regulatory reports are assessed based on their original publications, institutional 
authorship, publication dates, and supporting evidence. Sources that are irrelevant or 
whose essential information cannot be verified are excluded. 

The materials are analyzed qualitatively using a prescriptive approach 
(Abdussamad, 2018). First, relevant legal provisions and legal issues arising from 
digital review manipulation are identified. Second, Indonesia’s legal framework is 
evaluated using Friedman’s three components: legal substance, legal structure, and 
legal culture. Third, the findings are compared with relevant FTC regulations and 
European Union directives to identify regulatory differences and gaps. An analytical 
matrix organizes the findings according to Friedman’s framework and evaluates their 
implications through sadd al-dharā’i and maqāṣid al-sharī‘ah, particularly the protection 
of reason (ḥifẓ al-‘aql) and property (ḥifẓ al-māl). The findings are then synthesized to 
formulate a preventive legal reconstruction model for strengthening consumer 
protection against digital review manipulation.  
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Figure 1. Research Flowchart. 

 

Results and Discussion 

Anatomy of Information Asymmetry due to Review Manipulation Practices on E-
Commerce 

Akerlof’s information asymmetry theory explains how unequal access to 
product-quality information can undermine market efficiency. In “The Market for 
‘Lemons’” (1970), he shows that when buyers cannot distinguish high- from low-
quality used cars, they may refuse to pay prices reflecting actual quality, discouraging 
high-quality sellers and producing adverse selection (Akerlof, 1970). In e-commerce, 
consumers often cannot inspect products directly and therefore rely on reviews and 
ratings. When sellers manipulate these signals, reviews may no longer reflect actual 
product quality, increasing information gaps and misleading consumers. Akerlof’s 
theory provides the economic basis for this study, while Lawrence M. Friedman’s 
legal system theory supports the evaluation of Indonesia’s legal substance, 
institutional structure, and legal culture. 

Fake-review manipulation may involve purchased positive reviews, inauthentic 
reviews, or fictitious accounts that artificially improve product reputations 
(Yuanyuan Wu et al., 2020). On Amazon, purchasing fake reviews has been associated 
with short-term increases in ratings and review volumes, while rating manipulation 
may affect sales (He et al., 2022). Experimental research also indicates that fake 
reviews can influence purchase intentions, although the effects vary by product type, 
manipulation level, and brand awareness (Yang Song et al., 2023). Because consumers 
rely on reviews to assess products, manipulated signals can misrepresent product 
quality and intensify information asymmetry. When these signals influence product 
rankings or recommendation systems, their effects may extend beyond individual 
reviews to the wider distribution of product information across a platform. 
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This study identifies three interconnected dimensions of information distortion 
caused by review manipulation. First, hidden information arises when sellers know 
the actual quality of their products but consumers cannot independently verify it 
before purchase. Second, misleading information occurs when manipulated reviews 
and ratings create a false impression of product quality. Third, algorithmic 
amplification may occur when manipulated reviews influence rankings or 
recommendations, increasing the visibility of products with artificially enhanced 
reputations. Evidence shows that fake reviews can raise ratings and affect sales (He 
et al., 2022), while fraudulent reviews may continue to affect recommendation 
systems even after detection and removal (Adamopoulos, 2024). Review 
manipulation can therefore create and amplify misleading signals, weakening 
consumers’ ability to make informed decisions.  

 
Tabel 1. The Flow of Information Asymmetry Formed Due to Review Manipulation 

Source: Processed by the Author (2026) 
The economic implications of fake reviews have also been highlighted 

internationally. A 2021 World Economic Forum article estimated that approximately 
4% of online reviews were fake and influenced around US$152 billion in global online 
spending (Wood, 2021). These figures represent estimates of spending influenced by 
fake reviews rather than direct financial losses. The OECD similarly notes that fake 
and misleading reviews can impair consumers’ ability to evaluate products, 
weakening the role of online reviews in reducing information asymmetry in digital 
markets (OECD, 2019). When consumers cannot distinguish reliable information from 
manipulated signals, purchasing decisions may be based on inaccurate assessments of 
product quality, potentially reducing market efficiency and consumer welfare.  

Evidence from Indonesia likewise demonstrates the importance of online 
reviews in purchasing decisions. Pramudita and Agustia’s (2024) study of 325 
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Indonesian e-commerce users found that reviews and ratings significantly influenced 
purchase intentions (Pramudita, 2024). Puspitasari and Widyasari (2023) similarly 
found that online reviews significantly affected purchase decisions among TikTok 
Shop users in Rembang Regency (Puspitasari & Widyasari, 2023). These findings 
indicate that reviews are important sources of information for reducing consumer 
uncertainty. Consequently, manipulation of these sources may undermine their 
informational function and intensify information asymmetry. 

Digital literacy and marketplace data integrity also shape this risk in Indonesia. 
The 2022 Indonesian Digital Literacy Index recorded a national score of 3.54 out of 5, 
with digital safety receiving the lowest score, 3.12. (Komdigi, 2024) Although these 
figures do not directly measure consumers’ ability to identify fake reviews, they 
indicate that digital safety remains an area for improvement. Cube Asia estimated that 
5–10% of online sales in Indonesia may involve fake sales, including transactions that 
do not represent genuine purchases by end consumers (Kompas.id, 2025). Artificial 
orders followed by positive reviews can create misleading signals of product 
popularity and seller reputation. When consumers cannot verify these signals, their 
purchasing decisions and the reliability of marketplace information may be 
undermined. 

Online reputation systems help consumers assess products through feedback 
from previous buyers, but their reliability depends on the authenticity of submitted 
information (Chrysanthos Dellarocas, 2003). Germany’s Federal Cartel Office 
examined more than 60 major online platforms across 16 sectors and found that fake 
reviews could be purchased from specialized providers, generated by bots, or 
exchanged for free products and other incentives (Bundeskartellamt, 2020). The 
inquiry also found that many platforms relied on word filters or user complaints after 
publication, while fewer verified reviews before publication or used advanced 
detection methods. Although these findings cannot automatically be generalized to 
every market, they illustrate how weak monitoring can undermine online reputation 
systems and raise broader questions about platform responsibility and public 
oversight. 

Overall, review manipulation can transform online reviews from signals of 
product quality into sources of misleading information that reinforce information 
asymmetry. In Akerlof’s terms, consumers may struggle to distinguish products 
according to their actual quality, potentially reducing market efficiency and consumer 
confidence. The issue therefore extends beyond individual business misconduct to 
consumer protection and market fairness. The following section evaluates whether 
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Indonesia’s legal system can respond effectively, using Friedman’s framework of legal 
substance, legal structure, and legal culture. 
Evaluation of the Effectiveness of Positive Laws on Review Manipulation Practices 
in E-Commerce 

The effectiveness of digital consumer protection depends not only on the 
existence of legal rules but also on their implementation and ability to address actual 
problems. Akerlof’s information asymmetry theory explains how manipulated 
reviews distort information used by consumers, while Lawrence M. Friedman’s legal 
system theory provides a framework for evaluating the legal system’s response 
through three interrelated components: legal substance, legal structure, and legal 
culture (Istianah Zainal Asyiqin, M. Fabian Akbar, 2025). Legal substance concerns 
the adequacy of applicable rules, legal structure concerns enforcement institutions 
and their capacity, and legal culture concerns the attitudes and behavior of legal 
actors and society. These components provide a basis for assessing Indonesia’s 
consumer protection framework and identifying the factors that may hinder effective 
responses to review manipulation. 

Indonesia has institutional foundations for supervising digital commerce. The 
Ministry of Trade, through the Directorate General of Consumer Protection and 
Orderly Commerce, is responsible for consumer protection and trade supervision, 
while the Ministry of Communication and Digital Affairs (Komdigi) supervises 
electronic system operators under the applicable regulatory framework (Peraturan 
Menteri Komunikasi Dan Informatika Nomor 5 Tahun 2020, 2020). Minister of Trade 
Regulation Number 31 of 2023 also provides an updated framework for electronic 
commerce, including supervision and administrative sanctions (INDONESIA, 2023). 
However, the effectiveness of these institutional arrangements depends on whether 
their mandates, coordination mechanisms, and supervisory instruments adequately 
address review authenticity and algorithmic manipulation. 

Enforcement also faces technical challenges because identifying deceptive 
reviews may require analyzing review volume, posting frequency, behavioral 
patterns, and coordinated accounts (Naveen Kumar et al., 2018). Such investigations 
may require specialized analytical capabilities and access to relevant platform data. 
Although the Consumer Dispute Resolution Agency (BPSK) has functions in 
consumer dispute resolution and protection, individual dispute-handling procedures 
differ from continuous platform-wide monitoring and technical algorithmic audits. 
Government Regulation Number 71 of 2019 and Minister of Trade Regulation 
Number 31 of 2023 provide a broader supervisory framework, but the provisions 
examined in this study do not establish a dedicated mechanism specifically requiring 
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independent algorithmic audits to detect manipulated reviews and assess their effects 
on product rankings. The institutional challenge therefore concerns the specificity of 
supervisory mandates, technical capacity, access to digital evidence, and coordination 
among relevant authorities rather than the complete absence of legal authority 
(Peraturan Pemerintah Nomor 71 Tahun 2019, 2019). 

Indonesia’s existing regulations provide a legal basis for addressing misleading 
commercial information. Article 4(c) of Law Number 8 of 1999 concerning Consumer 
Protection (UUPK) guarantees consumers the right to correct, clear, and honest 
information, while Article 9(1) prohibits certain misleading commercial 
representations (Republik Indonesia, 1999). Article 28(1) of Law Number 1 of 2024 
concerning amendments to the Electronic Information and Transactions Law 
addresses the intentional distribution or transmission of false announcements or 
misleading information that causes material consumer loss in electronic transactions 
(Republik Indonesia, 2024). Nevertheless, applying these provisions to manipulated 
reviews requires examining the conduct, the responsibility of the actors involved, and 
the applicable elements of each legal provision. In particular, the material-loss 
requirement under Article 28(1) may complicate its application when the effects of 
manipulation primarily concern distorted product reputation or consumer 
perceptions and material loss cannot readily be established 

Civil liability provides another potential avenue for consumer redress. Article 
1365 of the Indonesian Civil Code concerning unlawful acts and Article 19 of the 
UUPK provide legal bases relevant to compensation claims. However, consumers 
may encounter practical barriers when the costs, time, and evidentiary complexity of 
litigation are disproportionate to their losses. In the administrative sphere, Minister 
of Trade Regulation Number 31 of 2023 provided a framework for electronic 
commerce supervision and administrative sanctions during its period of validity. The 
central question is whether the provisions examined establish sufficiently clear and 
enforceable requirements concerning review authenticity, platform accountability, 
and preventive measures against digital reputation manipulation. Thus, the 
regulatory issue lies not in the complete absence of applicable rules, but in the 
adequacy and specificity of existing mechanisms for addressing review 
manipulation. 

The effectiveness of consumer protection also depends on business compliance, 
public legal awareness, and attitudes toward enforcement. Research identifies 
deceptive online reviews as a form of deviant online behavior and indicates that 
commercial incentives, including improving product reputation and influencing 
consumer decisions, can encourage review manipulation (Lin Li et al., 2020; 
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Yuanyuan Wu et al., 2020). These findings suggest that competitive pressures may 
create incentives for deceptive practices when compliance is weak. However, 
international findings alone do not establish that fake reviews have become 
normalized among Indonesian e-commerce sellers. The relevant issue is whether 
commercial incentives and prevailing business practices support or undermine 
compliance with consumer protection obligations.  

Consumers’ ability to assess review authenticity also affects the effectiveness of 
protection mechanisms. Harrison-Walker and Jiang found that consumers use 
multiple cues to assess potentially fake reviews and that doubts about authenticity 
can influence their evaluations of reviewers, brands, and websites (L. Jean Harrison-
Walker, 2023). However, these findings do not directly establish whether Indonesian 
consumers report suspected manipulation to enforcement authorities. Consumers 
may face difficulties verifying reviews, identifying responsible parties, and 
determining appropriate complaint procedures. The extent to which digital literacy, 
legal awareness, and public confidence influence reporting in Indonesia therefore 
requires further empirical evidence. Overall, the legal culture dimension highlights 
the importance of promoting responsible business practices and strengthening 
consumer awareness alongside formal legal enforcement. 

 
Tabel 2. Evaluation of the Effectiveness of Consumer Protection Laws 

Source: Processed by the Author (2026) 
 

The limitations identified above become clearer when compared with regulatory 
developments in the United States and the European Union. In the United States, 
Section 5 of the Federal Trade Commission Act provides a basis for addressing unfair 
or deceptive commercial practices. In the Sunday Riley Modern Skincare case, the 
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Federal Trade Commission alleged that the company and its CEO misled consumers 
through fake product reviews posted by employees without disclosing their 
affiliations. The case resulted in a final consent order in 2020. In addition, the FTC’s 
Rule on the Use of Consumer Reviews and Testimonials, effective October 21, 2024, 
prohibits specified practices involving fake reviews, certain undisclosed insider 
reviews, review suppression, and the purchase or sale of fake reviews and 
testimonials. The rule also provides for civil penalties for knowing violations, although 
it does not impose a general duty on all businesses hosting consumer reviews to 
investigate every review’s authenticity (Commission, 2019). 

In the European Union, Directive (EU) 2019/2161 amended the Unfair 
Commercial Practices Directive to prohibit practices including submitting or 
commissioning fake reviews and manipulating reviews or endorsements to promote 
products. It also requires traders providing access to consumer reviews to inform 
consumers whether and how they verify that published reviews originate from people 
who have actually used or purchased the products (Union, 2019). These approaches 
combine prohibitions on deceptive practices with specific information obligations. The 
United States emphasizes enforcement through general consumer protection 
provisions and specific rules, while the European Union explicitly addresses 
disclosures concerning review verification. Neither framework, however, should be 
interpreted as automatically requiring independent algorithmic audits in every case. 

Compared with these jurisdictions, Indonesia has general legal grounds for 
addressing misleading commercial information and supervising electronic commerce, 
but the adequacy of its provisions concerning review authenticity, verification 
disclosures, and platform accountability requires further examination. Under 
Friedman’s framework, the challenge extends beyond legal substance to institutional 
capacity, enforcement coordination, business compliance, and consumer awareness. 
The comparative analysis therefore suggests that Indonesia could strengthen its 
framework through clearer rules addressing review manipulation, more effective 
institutional coordination, and specific obligations concerning review verification and 
platform accountability. These measures should be designed in accordance with 
Indonesia’s existing legal framework and institutional capacities.  

The analysis of legal substance, legal structure, and legal culture indicates that 
Indonesia’s consumer protection framework faces challenges in addressing the 
specific mechanisms of digital review manipulation. Existing regulations provide a 
basis for responding to misleading commercial information, but their effectiveness 
depends on the clarity of applicable obligations, the capacity of institutions to examine 
digital evidence, and the willingness of businesses and consumers to support lawful 
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practices. These challenges may allow manipulated reviews to continue distorting 
consumer information and increasing the risk of uninformed purchasing decisions. 
Consumer protection should therefore complement enforcement after violations occur 
with preventive measures addressing the mechanisms that enable information 
distortion. In this context, sadd al-dharā’i provides a normative basis for developing 
preventive legal protection within maqāṣid al-sharī‘ah, particularly the protection of 
reason (ḥifẓ al-‘aql) and property (ḥifẓ al-māl). 
 
Reconstruction of Digital Consumer Protection Law Based on Sadd Al Dhara'i in 
the Framework of Sharia Maqashid 

The preceding evaluation based on Lawrence M. Friedman’s legal system theory 
indicates that Indonesia’s legal framework faces challenges in addressing digital 
review manipulation, particularly in regulatory adequacy, institutional oversight, 
and legal culture. These findings support the need for a preventive approach to 
address the mechanisms that enable misleading information before consumer harm 
occurs. In this context, maqāṣid al-sharī‘ah provides a normative foundation for 
protecting reason (ḥifẓ al-‘aql) and property (ḥifẓ al-māl), while sadd al-dharā’i offers a 
preventive principle for restricting means that may lead to harm (Anatasya, 2025). 

The protection of reason and property is interconnected because reliable 
information supports rational purchasing decisions and reduces the risk of financial 
loss (Sanusi, 2025; Inayati et al., 2025). Accordingly, sadd al-dharā’i provides a basis for 
preventing information manipulation by closing opportunities for deceptive practices 
rather than relying exclusively on sanctions after harm occurs (Ermi Suryani 
Harahap, 2022; Taufiq, 2025). This approach does not require prohibiting digital 
reviews or recommendation systems altogether, but instead supports proportionate 
safeguards against their misuse. 

The proposed reconstruction integrates Friedman’s three legal system 
components through clearer regulatory requirements, stronger institutional 
supervision, and greater business accountability. In the context of review 
manipulation, these measures address inauthentic accounts, manipulated ratings and 
rankings, insufficient algorithmic oversight, unclear legal obligations, and inadequate 
coordination among supervisory institutions. 

First, mandatory review authenticity verification. E-commerce platforms should 
distinguish reviews linked to verifiable completed transactions through a verified 
purchase label. Platforms should disclose the verification criteria, maintain auditable 
transaction records, detect suspicious review patterns, and provide accessible 
reporting channels. Because verified purchase status does not guarantee that a review 
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is truthful, this mechanism should operate alongside additional safeguards. Under 
sadd al-dharā’i, verification reduces opportunities to create artificial product 
reputations through fictitious transactions and inauthentic accounts. 

Second, transparency in product ranking and recommendation systems. 
Platforms should provide clear explanations of the principal factors influencing 
product visibility, including consumer ratings, review volume, and relevant 
engagement indicators. They should also disclose sponsored placements or 
commercial relationships that affect rankings, where applicable. Consumers need 
accessible explanations rather than unrestricted access to source code or confidential 
algorithmic details, while authorized regulators should be able to obtain relevant 
technical information for investigations. These measures aim to reduce information 
asymmetry and limit opportunities to conceal artificially enhanced product 
reputations. 

Third, periodic independent algorithmic audits. A clear regulatory framework 
should establish qualified and independent auditors, conflict-of-interest safeguards, 
audit frequency, and conditions triggering additional examinations. Audits should 
assess whether manipulated ratings, review volumes, or engagement indicators 
disproportionately influence product rankings and recommendations. Platforms 
should provide relevant information to authorized auditors, and findings should be 
reported to the competent supervisory authority with appropriate protection for 
personal data and legitimate trade secrets. Where significant weaknesses or violations 
are identified, platforms should implement corrective measures within specified 
periods, with noncompliance addressed under the applicable legal framework. This 
mechanism would strengthen accountability by identifying technical vulnerabilities 
that enable review manipulation. 

Fourth, explicit legal prohibitions against digital review manipulation. The 
UUPK and the ITE Law provide general legal grounds for addressing misleading 
information, but the specific legal treatment of deliberate review manipulation 
requires further examination. The proposed reconstruction should clarify prohibited 
conduct, including the deliberate creation or commissioning of fake reviews, the use 
of fictitious accounts to manipulate ratings, and the artificial enhancement of product 
reputation. Clearer provisions should also identify relevant forms of responsibility 
and applicable enforcement mechanisms, subject to the legal elements and authority 
established by the relevant legislation. This approach would improve legal certainty 
and support more consistent enforcement. 

Fifth, stronger institutional coordination. The Ministry of Trade, the Ministry of 
Communication and Digital Affairs (Komdigi), and law enforcement authorities 
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should coordinate according to their respective legal mandates. A formal framework 
should establish procedures for receiving complaints, referring suspected violations, 
exchanging relevant information under applicable safeguards, coordinating 
investigations, and following up on findings. Strengthening existing coordination 
should be prioritized before establishing a new supervisory institution. A specialized 
unit or expanded audit authority may be considered where a demonstrated regulatory 
need, adequate resources, and a clear legal basis justify it. 

Implementation should proceed through a phased regulatory approach. First, the 
competent authorities should evaluate existing rules and identify gaps concerning 
review verification, algorithmic transparency, audits, and platform accountability. 
Second, specific requirements should be developed through appropriate 
implementing regulations where existing delegated authority permits. Where 
additional obligations cannot be established under current authority, amendments to 
the UUPK or other appropriate legislative instruments should be considered. 
Consultation with consumer organizations, platforms, academics, and regulators 
should assess technical feasibility, compliance costs, and consumer protection 
implications. This approach would align the proposed reforms with Indonesia’s legal 
hierarchy and institutional capacity. 

The five pillars collectively translate maqāṣid al-sharī‘ah into preventive consumer 
protection measures. Verification and transparency support the protection of reason 
(ḥifẓ al-‘aql) by improving the reliability of information used in purchasing decisions, 
while all five measures contribute to protecting property (ḥifẓ al-māl) by reducing the 
risk of financial loss arising from deceptive practices. Through sadd al-dharā’i, the 
proposed framework seeks to restrict mechanisms that facilitate information distortion 
before consumer harm occurs, while preserving the legitimate functions of digital 
commerce. 
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Tabel 3. Reconstruction of Digital Consumer Protection Law Based on Sadd al-Dharā'i 
 
 
 
 
 
 
 
 
 
 
 

Source: Processed by the Author (2026) 
 

The proposed model complements existing enforcement mechanisms with 
preventive safeguards addressing the formation and distribution of misleading 
information. Its contribution lies in integrating the preventive principle of sadd al-
dharā’i with legal substance, institutional supervision, and business accountability to 
strengthen consumer protection in digital commerce. 

 
Conclusion 

This study concludes that digital review manipulation can transform online 
reviews from instruments for reducing information asymmetry into mechanisms that 
distort consumer perceptions and undermine informed purchasing decisions. An 
analysis based on Lawrence M. Friedman’s legal system theory indicates that 
Indonesia’s consumer protection framework faces challenges in addressing these 
practices, particularly in the specificity of legal provisions, the capacity and 
coordination of supervisory institutions, and the development of a legal culture that 
supports responsible business conduct and consumer awareness. To address these 
challenges, this study proposes a preventive legal reconstruction based on maqāṣid al-
sharī‘ah, particularly the protection of reason (ḥifẓ al-‘aql) and property (ḥifẓ al-māl), 
through the principle of sadd al-dharā’i. The proposed reconstruction comprises five 
measures: mandatory verification of review authenticity through verified-purchase 
mechanisms, transparency regarding the principal factors influencing product 
rankings and recommendations, periodic independent algorithmic audits, explicit 
legal provisions prohibiting deliberate review manipulation, and strengthened 
institutional coordination and supervision of digital commerce. These measures aim 
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to prevent information distortion before it results in consumer harm while 
strengthening platform accountability and preserving legitimate digital commerce 
activities. The contribution of this study lies in integrating preventive Islamic legal 
principles with the regulatory and institutional dimensions of digital consumer 
protection. Future research should empirically examine the feasibility and 
effectiveness of these measures and compare Indonesia’s regulatory framework with 
those of the United States and the European Union to identify regulatory practices that 
can be adapted to Indonesia’s legal and institutional context. 

 
References 
Abdussamad, Z. (2018). Metode Penelitian Kualitatif. In Analytical Biochemistry (Issue 

1). Makassar: CV. Syakir Media Press. 
Akerlof, G. A. (1970). The Market for “Lemons”: Quality Uncertainty and the Market 

Mechanism. The Quarterly Journal of Economics, 84, 49–56. 
https://doi.org/10.2307/1879431 

Herman & A Edeth Fuari Anatasya (2025). Perlindungan Konsumen Online Dalam 
Perspektif Maqāṣid al—Sharī ‘ a h: Studi Sosio-Legal di Indonesia. Qisthosia: 
Jurnal Syariah dan Hukum, 6(1), 50–60. https://doi.org/10.46870/jhki.v6i1.1552 

APJII. (2024). APJII jumlah pengguna internet Indonesia tembus 221 juta orang. 2024. 
https://apjii.or.id/berita/d/apjii-jumlah-pengguna-internet-indonesia-tembus-
221-juta-orang 

Bank Indonesia. (2023). Laporan Perekonomian Indonesia 2023. Bank Indonesia. 
https://www.bi.go.id/id/publikasi/laporan/Pages/LPI_2023.aspx?utm_source 

Besong, E., Id, S., & Natu, M. M. (2022). A critical review of information asymmetry in 
the business cycle: How digital ledger technology can transform and sustain the 
business cycle. Plos Sustainability And Transformation. 1–18. 
https://doi.org/10.1371/journal.pstr.0000024 

Bundeskartellamt. (2020). Sektoruntersuchung Nutzerbewertungen – Abschlussbericht. 
https://www.bundeskartellamt.de/SharedDocs/Publikation/DE/Sektoruntersu
chungen/Sektoruntersuchung_Nutzerbewertungen_Bericht.html 

Commission, F. T. (2019). Devumi, Owner and CEO Settle FTC Charges They Sold Fake 
Indicators of Social Media Influence; Cosmetics Firm Sunday Riley, CEO Settle FTC 
Charges That Employees Posted Fake Online Reviews at CEO’s Direction. 
https://www.ftc.gov/news-events/news/press-releases/2019/10/devumi-owner-
ceo-settle-ftc-charges-they-sold-fake-indicators-social-media-influence-
cosmetics-firm 



AL-IKTISAB: Journal of Islamic Economic Law, Vol. 10 No. 2 November 2026 

110 
 

Dellarocas, Chrysanthos (2003). The Digitization of Word of Mouth: Promise and 
Challenges of Online Feedback Mechanisms. Management Science, 
49(10).https://doi.org/10.1287/mnsc.49.10.1407.17308 

Ermi Suryani Harahap, N. H. (2022). Implementasi Saddu Dzariah Dalam 
Memberikan Keamanan, Perlindungan Konsumen Pada E-Commerce Lazada 
Di Indonesia. Yurisprudentia: Jurnal Hukum Ekonomi 8(2), 226–237. 
https://doi.org/10.24952/yurisprudentia.v8i2.6222 

Frida Nurrahma Masturi, Asep Herlan, & Al Fiani Nenden Iryatin. (2023). Tantangan 
dan Peran Hukum Perlindungan Konsumen pada Era Ekonomi Digital. 
Soedirman Law Review, 7(1), 1–21. https://doi.org/10.20884/1.slr.2025.7.1.16095 

He, S., Hollenbeck, B., & Proserpio, D. (2022). The Market for Fake Reviews. Marketing 
Science, 41(5), 468–493. https://doi.org/10.1287/mksc.2022.1353 

Istianah Zainal Asyiqin, M. Fabian Akbar, M. D. A. O. (2025). The Principle of Self-
Submission in Sharia Economic Dispute Resolution: A Critical Examination 
through Friedman ’ s Legal System Theory. Jambura Law Review 7(02), 390–416. 
https://doi.org/10.33756/jlr.v7i2.27075 

Komdigi. (2024). Indeks Literasi Digital Indonesia Tahun 2021-2022. 
https://data.komdigi.go.id/opendata/dataset/indeks-literasi-digital-
indonesia?utm_source= 

Kompas.id. (n.d.). Penjualan Palsu Mengintai Pasar E-dagang. Retrieved 
https://www.kompas.id/artikel/penjualan-palsu-mengintai-pasar-e-dagang 

L. Jean Harrison-Walker, Y. J. (2023). Suspicion of online product reviews as fake: Cues 
and consequences. Journal of Business Research, 160. 
https://doi.org/10.1016/j.jbusres.2023.113780 

Lin Li, Kyung Young Lee, Minwoo Lee, & Sung-Byung Yang. (2020). Unveiling the 
cloak of deviance: Linguistic cues for psychological processes in fake online 
reviews. International Journal of Hospitality Management 87 
https://doi.org/10.1016/j.ijhm.2020.102468 

Liu, C., He, X., & Yi, L. (2024). Determinants of multimodal fake review generation in 
China’s E-commerce platforms. Scientific Reports, 14(1), 1–28. 
https://doi.org/10.1038/s41598-024-59236-8 

Nan Chen & Hsin-Tien Tsai (2024). Steering via algorithmic recommendations. The 
RAND Journal of Economic 55(4),https://doi.org/10.1111/1756-2171.12481 

Naveen Kumar, Deepak Venugopal, Liangfei Qiu, & Subodha Kumar. (2018). 
Detecting Review Manipulation on Online Platforms with Hierarchical 
Supervised Learning. Management Information Systems. 
https://doi.org/10.1080/07421222.2018.1440758. 



AL-IKTISAB: Journal of Islamic Economic Law, Vol. 10 No. 2 November 2026 

111 
 

OECD. (2019). Good Practice Guide on Online Consumer Ratings and Reviews (Issue 288). 
https://www.oecd.org/publications/good-practice-guide-on-online-consumer-
ratings-and-reviews-0f9362cf-en.htm 

Otero, J. M. M. (2021). Fake reviews on online platforms: Perspectives from the US, UK 
and EU legislations. SN Social Sciences 1(7). https://doi.org/10.1007/s43545-021-
00193-8 

Panagiotis (Panos) Adamopoulos. (2024). The Spillover Effect of Fraudulent Reviews 
on Product Recommendations. Management Science 70(12). 
https://doi.org/10.1287/mnsc.2021.02612 

Peraturan Menteri Komunikasi Dan Informatika Nomor 5 Tahun 2020 (2020). 
https://jdih.komdigi.go.id/produk_hukum/view/id/759/t/peraturan%2Bmenter
i%2Bkomunikasi%2Bdan%2Binformatika%2Bnomor%2B5%2Btahun%2B2020?
utm_source= 

Peraturan Menteri Perdagangan Nomor 19 Tahun 2026, 19 (2026). 
https://peraturan.bpk.go.id/Details/351720/permendag-no-19-tahun-
2026?utm_source= 

Peraturan Pemerintah Nomor 71 Tahun 2019 (2019). 
https://jdih.komdigi.go.id/produk_hukum/view/id/695/t/common?utm_source
= 

Pramudita, A. S. (2024). How Reviews and Ratings Influence Consumer Purchase 
Intentions in Indonesian E- Commerce. Jurnal Logistik Bisnis, 14(2), 10–17. 
https://doi.org/10.46369/logistik.v14i2.3924 

Puspitasari, D., & Widyasari, S. (2023). The Influence Of Trust, Ease Of Use, And 
Online Consumer Review On Consumer Purchase Decisions (Study On Tiktok 
Shop Users In Rembang City) Under A Creative Commons Attribution-
Noncommercial 4.0 International License (CC BY-NC 4.0). Jurnal Ekonomi. 
https://ejournal.seaninstitute.or.id/index.php/Ekonomi/article/view/2235 

Radifa Nazhma Muntazhira, Shopia Al-Khairina Fitri, A. H. (2024). Efektivitas Hukum 
Perlindungan Konsumen Dalam Transaksi Digital. Interdisciplinary Explorations 
in Research Journal (IERJ) 3(1). 
https://shariajournal.com/index.php/IERJ/article/view/856 

Republik Indonesia. (1999). Undang-Undang Nomor 8 Tahun 1999 Perlindungan 
Konsumen. Undang-Undang Nomor 8 Tahun 1999. 
https://peraturan.bpk.go.id/Home/Details/45288/uu-no-8-tahun-1999 

Republik Indonesia. (2024, February 1). Undang-Undang Nomor 1 Tahun 2024 tentang 
Perubahan Kedua Atas Undang-Undang Nomor 11 Tahun 2008. 
https://peraturan.bpk.go.id/Details/274494/uu-no-1-tahun-2024 



AL-IKTISAB: Journal of Islamic Economic Law, Vol. 10 No. 2 November 2026 

112 
 

Rizkita Dinar Anggraini, S. K. H. (2024). Perlindungan Konsumen Atas Hak Informasi 
Dalam Melakukan Transaksi Online. JUDICIARY, 13. 
https://doi.org/10.55499/judiciary.v13i1.240 

Salminen, J., Mustak, M., Jung, SG. et al. Decoding deception in the online marketplace: 
enhancing fake review detection with psycholinguistics and transformer 
models. J Market Anal 14, 731–748 (2026). https://doi.org/10.1057/s41270-025-
00393-8 

Sangyoon Yi, Dongyeon Kim, & Jaehyeon Ju. (2022). Recommendation technologies 
and consumption diversity: An experimental study on product 
recommendations, consumer search, and sales diversity. Technological 
Forecasting and Social Change, 178. https://doi.org/10.1016/j.techfore.2022.121486. 

Sanusi, T. O. (2025). Maqasid Al-Shariah as an Evaluative Framework for the 
Digitalisation of Islamic Education (Contemporary Hermeneutic Approach 
Study). Permata : Jurnal Pendidikan Agama Islam 6(1), 49–63. 
https://doi.org/10.47453/permata.v6i1.3114 

Sherry He, Brett Hollenbeck, & Davide Proserpio. (2022). The Market for Fake 
Reviews. Marketing Science, 41(5). https://doi.org/10.1287/mksc.2022.1353 

Tarmidzi, at. al. (2025). Reconstructing the concept of copyright as al- ḥuqūq al—
Māliyah in islamic law. INVEST Journal of Sharia & Economic Law 5(2), 227–251. 
https://doi.org/10.21154/invest.v5i2.11552 

Taufiq, M. (2025). Dispute Resolution in Consumer Protection in the Financial Services 
Sector Perspective Sadd al-Z ari ’ ah. Al-Mustashfa: Jurnal Penelitian Hukum 
Ekonomi Syariah, 10(1), 76–92. https://doi.org/10.24235/jm.v10i1.19570 

Union, E. P. and C. of the E. (2019). Directive (EU) 2019/2161 of the European Parliament 
and of the Council of 27 November 2019 amending Council Directive 93/13/EEC and 
Directives 98/6/EC, 2005/29/EC and 2011/83/EU as regards the better enforcement and 
modernisation of Union consumer protect. https://eur-
lex.europa.eu/eli/dir/2019/2161/oj 

Wang, Q., Zhang, W., Li, J., Mai, F., & Ma, Z. (2024). The devil is in the details! Effect 
of differentiated platform governance on online review manipulation. 
Humanities and Social Sciences Communications, 11(1), 1352. 
https://doi.org/10.1057/s41599-024-03859-9 

Wood, J. (2021). The $152 billion fake reviews problem. 
https://www.weforum.org/agenda/2021/10/fake-reviews-cost-consumers-152-
billion/ 



AL-IKTISAB: Journal of Islamic Economic Law, Vol. 10 No. 2 November 2026 

113 
 

Yang Song, Litong Wang, Zhiyuan Zhang, & Lubica Hikkerova. (2023). Do fake 
reviews promote consumers’ purchase intention?. Journal of Business Research 
164. https://doi.org/10.1016/j.jbusres.2023.113971 

Yuanyuan Wu, Eric W.T. Ngai, Pengkun Wu, & Chong Wu. (2020). Fake online 
reviews: Literature review, synthesis, and directions for future research. 
Decision Support Systems 132. https://doi.org/10.1016/j.dss.2020.113280 

 
 


